NudopmanuonHas naMATKa AJ1s1 00YYAOMIKUXCH JAJIs1 pa3MelleHusl Ha
opuumnanbHbix UHTEpHET-pecypcax

C KaxabpIM TOJOM MOJIOACKM B HHTEPHETE CTAHOBUThHCA Oouiblle, a
IIKOJBHUKM OJIHM W3 CaMbIX AKTHUBHBIX ITojib3oBarenen Pynera. Mexny tewm,
IOMHMO OTPOMHOIO KOJMYECTBA BO3MOXKHOCTEH, MHTEPHET HECET U MPOOJIEMBI.
Ota namsTKa J0JKHA IOMOYb Tebe 0e30I1aCHO HaXOAUTHCS B CETH.

KommnerorepHsie BUPYChI

KoMIbroTepHBIli BUPYC - 3TO Pa3HOBUIHOCTH KOMIIBIOTEPHBIX IIPOrpamw,
OTIIMYUTEIBHON 0COOEHHOCThIO KOTOPOM SIBJISIETCS CLIOCOOHOCTh K Pa3MHOKEHHUIO.
B nonosiHeHHE K 3TOMY, BUPYChl MOT'YT MOBPEIUTH WM MOJHOCTHIO YHUYTOXHUTh
Bce (haiiyibl U JaHHbIE, TOJKOHTPOJIbHBIE TIOJIB30BATEN0, OT UMEHU KOTOPOTro Obliia
3amynieHa 3apaxEéHHash mporpamMma, a TaKKe MOBPEIUTh WM AK€ YHUYTOXKHUTH
OIEPaIOHHYIO CUCTEMY CO BceMH (aiizamu B 1eJ0oM. B OOJIBLIIMHCTBE CilyyacB
PacpoCTPaHAIOTCS BUPYChI UEPE3 NHTEPHET.

MeToabl 3a1UThl OT BPEAOHOCHBIX TPOrPAMM:

1. Hcnone3y#i COBpPEMEHHBIE OIEPAMOHHBIE CHCTEMBI, HMEIOIINE
CEpbE3HBIN YPOBEHB 3aLUTHI OT BPEIOHOCHBIX IPOrPAMM;

2. llocrossHHO YycTaHaBiaMBail nautu (UKM(pOBBIE 3aIUIATKH, KOTOpPbHIE
aBTOMATUYECKU YCTaHABJIMBAIOTCS C II€JIbI0 JOPAaOTKH MPOrpaMMbl) U JIpyrue
OOHOBJICHHSI CBOEH omnepalMOHHOW cuctembl. CkauumBaili UX TOJBKO C
opunmansHOoro  caiita paspabotunka OC. Ecaum cymectByeT — pexum
aBTOMATUYECKOTO OOHOBJIEHUS, BKIIIOUH €T0;

3. PabGoraii Ha cBOeM KOMIIbIOTEpPE O]l IMpaBaMH MOJb30BATENsA, a HE
aJIMUHUCTPATOpa. DTO HE TMO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX MPOTrPaMM
WHCTAJNIMPOBATHCS HA TBOEM NEPCOHATILHOM KOMIIBIOTEPE;

4. Hcnons3yil aHTHBUPYCHBIE MPOTrPaMMHBIE MPOAYKTBI H3BECTHBIX
IIPOU3BOJIUTEIICH, C aBTOMATHICCKUM OOHOBIICHHEM 0a3;

5. Orpanunupb pU3NUECKUN JOCTYN K KOMIBIOTEPY 7151 HIOCTOPOHHMX JIULL;

6. Mcnonp3yit BHEIIHNE HOCUTENU MH(OpMalnU, Takue Kak (hielika, TUCK

WK (aiin U3 MHTEpHETa, TOJIBKO U3 MPO(dEepPEHHBIX UCTOUHUKOB;



7. He oTkpbIBail KOMIIbIOTEpHBIE (ailsibl, MOJyYE€HHBIE U3 HEHAIEKHBIX
UCTOYHUKOB. Jlaxke Te ¢aitibl, KOTOphIe MpUCIaN TBOM 3HAKOMBIN. Jlyulie yrounu
y HETO0, OTIPABJISUI JIU OH TeOe uX.

Ceru WI-FI

Wi-Fi - 310 He Bua nepenaun JaHHBIX, HE TEXHOJIOTHS, a BCETO JIUIIb OpPEHI,
mapka. Eme B 1991 rony HuaepnaHiackas KOMIIAHUS 3aperucTpupoBaia OpeH[
«WECA», uto o0o3nauano cnoBocoueranue «Wireless Fidelity», kotopsrit
NEPEBOIUTCS KaK «O0eCIpOBOAHASI TOUHOCTb.

Jlo Hailero BpeMeHH JIoluIa gpyrasi abOpeBuarypa, KoTopas sBJISIE€TCS TaKOU
xe TexHojorued. Ito abOpeBuarypa «Wi-Fi». Takoe Ha3BaHue ObUIO JaHO C
HAMEKOM Ha CTaHAapT BeICIIUNA 3BykoBO#M TexuHuku Hi-Fi, uyto B mepeBone
O3HAYaeT «BBICOKAs TOUYHOCTHY.

Jla, GecruiaTHBIA MHTEPHET-AOCTYI B Kade, OTeNIAX U a’dpoIopTrax sBIIEeTCs
OTJIMYHOW BO3MOKHOCTBIO BBIXOJa B MHTEpHET. HO MHOrme 3KCHepTsl CUUTAIOT,
yTo oOmenoctynubie Wi-Fi ceTu He SBsSt0TCS O€30MaCHBIMH.

CoBeTbl 10 0€30MacHOCTH paboTe B 00MIeAOCTYMHBIX ceTsX Wi-fi:

1. He nepenasaii cBoro nuHyto nHpopmarmio uepe3 odmienoctynasie Wi-Fi
cetu. PaboTast B HUX, *eJlaTeIbHO HE BBOJAUTD MAPOJIM JOCTYyIA, JIOTUHBI U KaKue-
TO HOMEpA;

2. Ucnonb3yit 1 OOHOBIISI aHTUBUPYCHBIE MpOrpaMMbl U Opanamayep. Tem
cambIM Thl 00€30MacuIllb ce0sl OT 3aKauKH BUpPYyca Ha TBOE YCTPOICTBO;

3. Ilpu wucnonb3oBanuu Wi-Fi otkmoun ¢yHkuuio «OOmui goctyn K
daiinam u npuHTepam». JlaHHas (QyHKIUS 3aKphiTa MO YMOJYAHUIO, OIHAKO
HEKOTOpBIE MOJIb30BATEIN aKTUBUPYIOT €€ sl yA00CTBa UCIOJIb30BaHUs B padoTe
uim yueode;

4. He wucnonw3yit myomuuneii WI-FI nns mepenaum nMYHBIX JTaHHBIX,
HaIIpUMED IS BBIXOAA B COLIMAIIBHBIE CETH WJIN B 3JIEKTPOHHYIO IOYTY;

5. Unonw3yi ToJIbKO 3anuineHHoe coeaqunenue yepe3 HTTPS, a ue HTTP,

T.€. Mpu Habope BeO-aapeca BBOAU UMEHHO «https://»;



6. B mobunpHOM Tenedone otkimoun ¢yHknuto «llogkmouenune k Wi-Fi
apTomMaTthueckn». He pomyckail aBTOMAaTH4YE€CKOrO MOAKIIOYEHHUS] YCTPOMCTBA K
cetssm Wi-Fi 6e3 TBoero coriacus.

CormanbHbI€ CETH

CoumasibHbI€ CETH aKTUBHO BXOJIAT B HAIIly KHW3Hb, MHOTHE JIFOIX paboTarOT
W JKUBYT TaM IMOCTOSIHHO, a B Facebook yike 3apeructpupoBad MusiInap1 4ejioBeK,
YTO SBJIIETCS OJHOM CEAbMOM BCEX JKUTEJICH ITAHEThl. MHOTHE IOJIb30BATEIIN HE
MMOHMMAIOT, YTO MH(OpMaIMs, pa3MelieHHAs UMH B COITMAIBHBIX CETAX, MOXKET
ObITh HaliJlcHa W HCIOJb30BaHAa KEM YTOJIHO, B TOM YHCIIE€ HE 00sA3aTEIbHO C
OJIaruMu HaMEPEHUSIMU.

OCHOBHBIE COBETHI 110 OE30MMACHOCTH B COITUATIBLHBIX CETIX:

I. Orpanuyb cnucok npy3ei. Y TeOsa B JApPY3bsiX HE JOIKHO OBITh
CIIy4alHBIX U HE3HAKOMBIX JIFOJICH;

2. 3amumai CBOI YacTHYH >KM3Hb. He ykaspiBail mapomnu, Tene]oHbl,
aapeca, JaTy TBOEro pOXACHUA H  APYryH0 JUYHYI0  HHGOpMAaIHUIO.
3JIOYMBIIIUICHHUKH MOTYT HCIIOJB30BaTh JaxKe MHPOPMAITHIO O TOM, KaK Thl ¥ TBOU
POAUTENH TUIAHUPYETE MPOBECTU KAHUKYJIbI,

3. 3ammimai CBOI pemyTaluio - JISpPKH €€ B YHUCTOTE W 3ajaBail cebe
BOIIPOC: XOTEN OBl ThI, YTOOBI IPyTrHUe MOJIH30BATEIIN BUICITH, YTO ThI 3arpyKaeiib?
[Togymaii, mpesxie 4eM 4TO-TO OMyOJIMKOBATh, HATUCATh U 3aTPY3UTh;

4. Ecnu ThI TOBOPHUIIB C JIFOAbMH, KOTOPBIX HE 3HAElIb, HE UCIOJIb3Yl CBOE
pealibHOe UMS U APYTYIO JUYHYI0 MH(ODOPMALMK: UM, MECTO >KUTEJILCTBA, MECTO
y4eObl U poyee;

5. U3berait pazmemenus ororpaduii B IHTEpHETE, T/I€ THI M300paXkeH Ha
MECTHOCTH, [0 KOTOPOU MOKHO OMPEACIUTH TBOE MECTOIOJIOKEHHE;

6. Ilpum perucrtpanuum B COIMAJIBLHONM CETH HEOOXOAMMO HCIIOIb30BaTh

CJIOXHBIE TIAPOJIH, COCTOSITNE U3 OYKB U IU(P U C KOJUISCTBOM 3HAKOB HE MEHEE

8;



7. Jnda conMalbHOM CeTH, TMOYThl M JAPYTUX CAlTOB HEO0OXOIUMO
UCIIOJIb30BaTh pa3Hble maposu. Toraa eciu Teds B3JIOMAIOT, TO 3JI0YMBIIITICHHUKA
IIOJIy4aT JTOCTYII TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpasy.

DJIEKTPOHHBIE JICHbI U

DNEKTPOHHBIE JEHBIU — 3TO OYEHb YAOOHBIH CHOCOO IIIATEKEH, OJHAKO
CYILLECTBYIOT MOIIECHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TH JEHBIU.

DNEeKTPOHHBIE IEHbI'M MOSIBUIIMCh COBCEM HEJJABHO M UMEHHO M3-3a 3TOrO BO
MHOTHX T'OCYyAapCTBax J0 CUX HOP HE MPOIMCAHO PO HUX B 3aKOHAX.

B Poccun sxe 0HU (yHKIMOHUPYIOT U O HUX YK€ MPOINHUCAHO B 3aKOHE, TE
MX Pa3AeISIIOT Ha HECKOJIBKO BUIOB - aHOHHMHBIE U HE aHOHMMHBbIC. PasHuna B
TOM, YTO aHOHMMHBIE - 3TO T€, B KOTOPBIX pa3peliaeTcs NpoBOIUTh onepauuu 0e3
UAEHTU(UKALIMY TI0JIb30BaTEINsl, 4 B HEAHOHUMHBIX HJIEHTU(DHUKAIIMHU [TOJIb30BATENSA
SBIISIETCS 00A3aTEIBHOM.

Taxxe crnenyer pasnuuyaTh JJIEKTPOHHBbIE (HUATHBIE JEHBIU (PaBHBI
rOCYAapCTBEHHBIM BaJIIOTaM) M JJIEKTPOHHbIE He(pUaTHbIE ACHBIM (HE PaBHBI
rOCy/1apCTBEHHBIM BaIIOTaM).

OcHOBHBIE COBETHI IO 0€30MacHON padOTE C NEKTPOHHBIMU JIEHbAMU:

1. IlpuBsxku K cueTy MOOWIBHBIA TeneoH. DTO caMblil yAOOHBIN H
OBICTPBI CIOCOO BOCCTAaHOBUTH JOCTYNl K c4ueTy. IlpuBs3annbplli TenedoH
MOMOJKET, €ciau 3a0ynelllb CBOW IUIATEXHBIM Mapoib WIM 3aijellb Ha CalT C
HE3HAKOMOI'0 YCTPOMCTBA;

2. Hcnone3yil omHopa3oBbie maponu. Ilocnme mepexoga Ha YCHIEHHYIO
aBTOpHU3alMI0 TeOe yke He OyAeT yrpokaTb OMACHOCTbh KpakH WIIM IepexBaTa
IUIATEKHOTO MapoJIs;

3. Boibepu cioxHblii maposb. [IpecTynHukaM OyJaeT He MPOCTO yrajaaTh
CIIOXHBIM maposb. HanexHple mapoiau — 3TO MApOJIM, KOTOPBIE COAEpPXk AT HE
MeHee 8 3HAaKOB M BKIIIOUAIOT B C€0sl CTPOYHBIC M MPOMHUCHBIE OYKBBI, TUDPHI U
HECKOJIBKO CMBOJIOB, TaKH€ KaK 3HAaK J0JuIapa, GyHTa, BOCKJIMIATENbHbIN 3HaK U
T.11. Hanmpumep, StROng!;;

4. He BBOAM CBOHM JIMYHBIC JaHHBIC HA CaﬁTaX, KOTOPBIM HEC JOBEPACHID.



DJIEeKTpOHHAs TOHTA

DJIEKTPOHHAS MOYTa — 3TO TEXHOJIOTHS U MPEAOCTABISIEMbIE €10 YCIYTH T10
MEPECHUIKE U MOJTYUYEHUIO JIEKTPOHHBIX COOOIIECHUH, KOTOPhIE paclpeieatoTcs B
KOMITBIOTEpHON ceTH. OOBIYHO SJICKTPOHHBIA TIOYTOBBIM SIMIUK  BBITIISINAT
CJIeIyIonUM 00pa3oM: UMsI_Tob30BaTensi@umMs_JomeHa. Takxke Kpome nepenadu
MPOCTOTO TEKCTA, UMEETCS BO3MOKHOCTH TIepe/iaBaTh (pailiibl.

OCHOBHBIE COBETHI 110 OE30MACHON pabOTE C IEKTPOHHOU MOUTOM:

1. Hago BbIOpaTh mNpaBHIIbHBIA TOYTOBBIM CcepBUC. B uHTEpHETE ecThb
OTPOMHBIN BBIOOp OECIIJIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIyUIIIE IOBEPATH TEM,
KOTO 3HA€IIb U KTO NIEPBBIN B PEUTUHTIE;

2. He yxa3biBail B TWYHOM nouTe Tu4HYI0 uHpopmaruio. Hanpumep, myure
BBIOPATh «MY3bIKaJIbHBIN _(paHaT@» uim «pok2013» BmecTo «Ttemal3y;

3. Hcnonp3yid ABYX3TANHYK AaBTOPHU3ALMIO. JTO KOrJa MOMHUMO MapoJst
HY>KHO BBOJUTH KO/I, TPUChUIaEMbI 0 SMS;

4. Be1bepu CJI0KHBIN TTapoiib. [ KaXa0ro MOYTOBOIO SIIIMKA JOJKEH OBITh
CBOW HAJEKHBIW, YCTOWYUBBIN K B3JIOMY 1apOJib;

5. Ecnmu ecth BO3MOXHOCTh HAamUCaThb CaMOMY CBOM JIMYHBIM BOMPOC,
WCIIOJIB3YH 3TY BO3MOXHOCTB;

6. Hcrnonap3yil HECKOJIbKO MOYTOBBIX SITUKOB. IlepBhIii 1yl YacTHOM
MEPENUCKU C afpecaTaMu, KOTOPbIM Thl JOBEPSEIb. ITO AJICKTPOHHBIA aapec HE
HAJI0 UCTIOIH30BATh MPU PETUCTPAIIMHN Ha OopyMaxX U CalTax;

7. He otkpbiBaii Qailnbl U Jpyrue BIOKEHHUS B MUCHhMAaxX JaXke €CIM OHU
MPUIIUTM OT TBOUX Jpy3eu. Jlyuie yTouHM y HHMX, OTIPABISUIM JIM OHU TeOE ATH
(haisl;

8. Ilocne okoHuaHusi paOOThI HA IMOYTOBOM CEPBUCE IMEpe] 3aKPBITHEM
BKJIAJIKM C CAUTOM He 3a0y/1b HaXKaTh Ha «BeIATHY.

KubepOynnuHr nmu BUPTYyaabHOE U37€BATEIHCTBO

KubepOymnuHr —  mpeciieqoBaHUE  COOOUICHUSIMHU,  COJIEpIKAIIUMHU
OCKOpOJIeHMs, arpeccuio, 3aIlyTrUBaHUE; XYJIITAHCTBO; COLIMAJIBHOE

60ﬁKOTHpOBaHI/I€ C IOMOIIBIO PA3JIMYHBIX MHTCPHCT-CCPBUCOB.



OcHoBHBIE COBETHI 10 60pHOE ¢ KHOEPOYTITMHTOM:

1. He Gpocatics B 60ii. JIydmmii cioco0: MOCOBETOBATHCS Kak ceOsl BECTH H,
€ClIi HET TOro, K KOMY MOYKHO OOpaTHTbCs, TO BHadajleé YCIOKOUTbCA. Ecimu Thl
HaYyHEIIb OTBEYaTh OCKOPOJEHUSMU Ha OCKOPOJEHHUS, TO TOJIBKO €lle OoJibIie
pa3oxoKelb KOH(IIUKT;

2. Ynpaisii cBoei KubeppenyTaimei;

3. AHOHUMHOCTh B ceTH MHHMas. CyIIecTBYIOT CHOCOOBI BBISICHUTH, KTO
CTOWT 3a AHOHUMHBIM aKKayHTOM;

4. He crouT BecTH XyJIHMIraHCKUMI 00Opa3 BUPTyallbHOM XW3HU. WHTEepHET
(GuKCUpyeT BCce TBOM JEUCTBHS M COXpAHSIET UX. YJAIUTh UX OyIeT KpaiiHe
3aTpyIHUTEIIBHO;

5. CoOmroail cBOM BUPTyaIbHYIO YECTh CMOJIONY;

6. UrHopupyii enuHuuHbIii HeraTuB. OJHOpPA30BbIE OCKOPOUTENIbHBIE
cooOmieHust Jydmie urHopupoBaTb. OOBIUHO arpeccus IpeKpalaercs Ha
HavaJIbHOM CTaJuu;

7. ban arpeccopa. B mporpammax oOMeHa MIHOBEHHBIMH COOOIIICHUSIMH, B
COLIMAJIBHBIX CETSAX €CTh BO3MOYKHOCTh OJOKHMPOBKM OTHPABKUA COOOILIEHHH C
OIPEJEIIEHHBIX a/IPECOB;

8. Ecnu 11 cBUaeTens kubepOymmunra. TBou NeiCTBUS: BBICTYIIUTh IPOTUB
npeciieoBaTeNs, MoKa3aTh €My, YTO €ro JACMCTBUS OLICHUBAIOTCS HETaTUBHO,
HoJIepKaTh KEPTBY, KOTOPOW HY)KHA IICHXOJIOTUYECKass IMOMOIb, COOOIIUTH
B3pOCJIBIM O (PaKTe€ arpeCCUBHOTO MOBEACHUS B CETH.

MoO6unbHbIN TenehoH

CoBpemenHble cMapT(HOHBI U TUTAHIIETHI COJEPKaT B c€O€ BIIOIHE B3POCIBIN
(GyHKUHMOHAT, W TeNepb OHU MOTYT KOHKYpUPOBaTh CO CTallMOHAPHBIMU
KoMmnbioTepamMu. OHAKO, CPEACTB 3aLIUTHI JIJIsl TOJOOHBIX YCTPOUCTB MOKA OYEHBb
Mano. TectupoBaHMEe M TIOMCK YSA3BUMOCTEl B HHMX IHPOUCXOJUT HE Tak

HNHTCHCHUBHO, KaK IJId HK, TO K€ caMOe€ KacaeTcs 1 MOOMIBLHBIX HpPIJ'IO)KCHI’Iﬁ.



CoBpemeHHble MOOWIbHBIE Opay3epbl yK€ MPaKTHYECKH JIOTHAJH
HACTOJIbHBIE aHAJOTH, OJHAKO pacHupeHue (yHKIMOHANa BIeYeT 3a CcoOOoM
OOJIBIIYIO CIIO)KHOCTb U MEHBIIYIO 3aIUIIEHHOCTD.

Jlameko He BCe MPOM3BOAMTENHN BBITYCKAIOT OOHOBJICHMS, 3aKPHIBAIOIINE
KPUTHYECKHE YSA3BUMOCTH JIJI1 CBOMX YCTPOMCTB.

OcHOBHBIE COBETHI AJis 0€30MIaCHOCTH MOOUIILHOTO TesieoHa:

1. Huuero He sBIsieTCS MO-HACTOSIIEMY OECIUIaTHBIM. bynb OCTOpOXKEH,
BeJlb Korja tede mpenjaraioT OecIIaTHbI KOHTEHT, B HEM MOTYT OBITh CKPBITHI
KaKue-TO IJIaTHbIE YCIIYTH;

2. lymaii, npexnae yeM otnpaButb SMS, ¢oto wim Buaeo. Tel TOYHO
3Haellb, Iie OHU OyIyT B KOHEYHOM UTOTE?

3. HeoO6xoammo 0OHOBIIATH ONEPAIMOHHYIO CHCTEMY TBOEro cMapT(hoHa;

4. Ucnionb3yi aHTUBUPYCHBIE IPOrPaMMBI JUIsl MOOMIIBHBIX TeJIe(hOHOB;

5. He 3arpy»aii NpuioKeHNs OT HEU3BECTHOIO UCTOYHHKA, BEJIb OHU MOTYT
coJiep>KaTh BPEIOHOCHOE MTPOTrpaMMHOE 00ECIICUEHHUE;

6. [Tocie Toro Kak Thl BEIMJEIIH C CaliTa, TJI€ BBOJWII JIMUYHYIO HH(OPMAITHUIO,
3aiiin B HACTPOIKK Opay3epa U yaaiu cookies;

7. Ilepuoauyeckn NpOBEPs KakWe IUIaTHBIE YCIYTM aKTUBUPOBAaHBI Ha
TBOEM HOMEDE;

8. JlaBaii cBOWi HOMEp MOOMJIBHOTO Tene(OoHa TOJBKO JIFOASM, KOTOPBIX Thl
3HACIIb U KOMY JI0BEPSCIIb;

9. Bluetooth momxen ObITH BBIKIIIOUEH, KOTJa Thl UM HE TOJIb3yelibes. He
3a0bIBail MHOTIa TPOBEPATH 3TO.

Online urpst

CoBpeMeHHbIE  OHJIAMH-UTPBI - 3TO  KpPAaCOYHbIC, 3aXBaThIBAIOIIUE
pa3BieUeHUs, OOBEIUHSAIONIME COTHH ThICSY 4YEJOBEK MO Bcemy mupy. Urpoku
UCCIIEYIOT JaHHBIM UM MHp, OOLIAIOTCS APYr C JIPYrOM, BBHINOJHSIOT 3a/laHus,
CpakaloTCsl ¢ MOHCTPAMHM U IIOJYYarOT OMNBIT. 3a YAOBOJIBCTBUE OHM IUIATT:

MOKYIIarOT JHUCK, OIINIaYMBAIOT a0OHEMEHT WU Hpno6peTa10T KaKuec-TO OIIIIHH.



Bce 3T cpeacTBa uayT Ha MOAIEPKAHUE U PA3BUTHE UTPHI, a TAKKE HA CaMy
0€30MacCHOCTh: COBEPIICHCTBYIOTCS CHUCTEMbl aBTOPHU3AIlUH, BBIITYCKAIOTCS HOBBIE
naTyu (Lu@poBbIe 3aMIaTKU ISl IPOTPaMM ), 3aKPbIBAIOTCS YA3BUMOCTH CEPBEPOB.

B mogoOHbIX Wrpax CTOUT oOmacaTtbCsi HE CTOJIBKO CBOMX COIEPHUKOB,
CKOJIbKO Kpa)Xd TBOETO IMapoJisi, Ha KOTOPOM OCHOBaHa CHCTEMa aBTOPHU3ALMU
OOJBIIMHCTBA UTP.

OCHOBHBIE COBETHI 110 OE30MACHOCTH TBOETO UTPOBOT0 aKKAyHTA!

1. Ecnu apyroit urpok BeaeT ceOs II0X0 WU Co37aeT TeOe HEMPHUSATHOCTH,
3a0JIOKUPYH €ro B CIIUCKE UTPOKOB,;

2. IloxanyWcss aIMHHMCTPATOpaM MIPHl HA IUIOXOE ITOBEIECHHE HTOTO
UTPOKA, JKEJIATENBHO MPUII0KUTh KAaKUE-TO JOKa3aTEIbCTBA B BUJE CKPUHOB;

3. He yxa3biBail InuHyo nH(GOpMaIHIO B Tpodaiine Uurpsl;

4. YBaxaii Ipyrux y4aCTHUKOB IO UTPE;

5. He ycranaBnuBait HeopuIManbHbIE MaTYH U MO/IBI;

6. Mcniosib3yii CIIOKHBIE U Pa3HbIE MTAPOJIH;

7. Jaxe BO BpeMs WIPbl HE CTOMUT OTKIKOYATh aHTUBHpYC. I[loka TbI
Urpaellib, TBOI KOMITbIOTEP MOTYT 3apa3UuTh.

OUIIMHT WK KpaXka JTUYHBIX JaHHBIX

OOBIYHOM KpaXkel JeHer U JTOKYMEHTOB CETOJHS YK€ HUKOTO HE y/IMBUIIIb,
HO C pa3BUTHEM HWHTEPHET-TEXHOJIOTUN 3JIOYMBIIUICHHUKH TEPEMECTUIIUCh B
WHTEPHET, U MPOJIOJDKAIOT 3aHUMATHCS «ITFOOUMBIMY JIETIOM.

Tak mosiBMIaCh HOBasi yrpo3a: WHTEPHET-MOIIEHHUYECTBA WU (DUILIUHT,
IJIaBHAs 1€ KOTOPOTO COCTOUT B TMOJYYCHUH KOH(UICHIMAIBHBIX JTaHHBIX
M0JIb30BATENICH — JIOTMHOB U maposeit. Ha anrmuiickoM si3bike phishing unrtaercs
kak ¢pumuHr (0T fishing — pbIOHas 0B, password — naposb).

OcHOBHBIE COBETHI TI0 00PHOE € (HUITUHTOM:

1. Cnenu 3a cBouM akkayHTOM. Ecnu Thl moJio3peBaelib, YTO TBOSI aHKETa
Oblla  B3JIOMaHa, TO HEoOXoAMMO  3a0JIOKMpOBaTh €€ U COOOUIUTh

aIMHHHCTpPATOpaM pecypca 00 3TOM KaK MOYKHO CKOPEe;



2. Vcnionb3yii Oe3omacHbie BeO-CalThl, B TOM YHCIIE, HHTEPHET-Mara3uHoB U
MOMCKOBBIX CUCTEM;

3. Ucnonw3yit cloXHbIE M pa3Hble Mapoyid. Takum oOpa3oMm, eciu Tels
B3JIOMAIOT, TO 3JIOYMBIIUIEHHUKH MOJIy4aT JOCTYI TOJBKO K OJHOMY TBOEMY
npoduIIIo B CETH, a HE KO BCEM;

4. Ecnu TeOs B3JIOMaid, TO HEOOXOAMMO MPEAYNpEeauTh BCEX CBOUX
3HAaKOMBIX, KOTOpbIE JO0aBICHbI Y TeOS B IPY3bsiX, O TOM, YTO TeOs B3IOMAIH H,
BO3MO>KHO, OT TBOETO UMEHH OY/ET pacchliaThCsl CllaM U CChUIKU Ha (DUIIMHTOBBIE
CalThI;

5. YcranoBu HaaexHbli napois (PIN) Ha MOOMIIBHBIN TENE(OH;

6. OTKJII0YM COXpaHEHHUE TapoJIsl B Opay3epe;

7. He oTkpbiBail Qailnibl 1 Jpyrue BIOKEHHUS B MUCHhMAX JaXXe €CIH OHU
OPULUIM OT TBOUX Jpy3el. Jlyuiie yTouHM y HUX, OTIPaBISUIM JU OHU TeOE 3TU
Gbaib.

Hudposas penyrauus

[Mudposas pemyTarus - 3TO HETaTUBHAsI WJIM MO3UTHBHAS WH(OpMAaIus B
cetu o Tebe. Kommpomerupyromas uHpopmalus pa3MelleHHas B WHTEPHETE
MOET CEPhE3HBIM 00pa30M OTPA3UTHCS HA TBOEH peaynbHOU xu3HU. «lludposas
penyTanus» - 3T0 TBOH UMUK, KOTOPBIA (GOpMHUpPYETCS U3 HHPOpMaLUU O TeOe B
UHTEpHETE.

TBoe MecTo KUTENhCTBA, Yy4eObl, TBOE (PHUHAHCOBOE TOJIOXKEHHUE,
O0COOEHHOCTH XapakTepa U paccKas3bl O OJIU3KUX - BCE 3TO HAKAIIMBAETCS B CETH.

MHorue noApOCTKU JETKOMBICIEHHO OTHOCSTCS K NyOJUKALMM JTUYHOU
uHdopmaruu B MHTEpHETE, HE MOHMMAasT BO3MOXKHBIX MOCHenCcTBUM. Thl maxe He
CMOXeEITb J0TagaThcsi 0 TOM, 4yTo doTorpadus, pa3MellleHHas 5 JIeT Ha3aj, cTaja
MPUYUHON OTKAa3a MPUHATH T€Os Ha padoTy.

KommenTapuu, pazmenienne TBoux ¢otorpaduii u apyrue IeUCTBUS MOTYT
HE MCYE3HYTh Ja)Xe MOCJEe TOro, Kak Thl MX yAaluiib. Tbl HE 3HAaEllb, KTO
COXpaHWJ ATy HH(OpPMalMIO, ToMajga JU OHAa B IIOMCKOBBIE CHUCTEMBI H

CoXpaHWjaCb JHM OHA, a IJIaBHOC: 4YTO IIOAYyMarOT O TeOe OKpYXKaruee JIroau,



KOTOpbIE HaWAYT M yBUAAT 3T0. Haiitu nHopmannio MHOTO JIET CILyCTSI CMOKET
JTr000H - Kak U3 T0OpBIX MOOYKIECHUH, TaK U C HAMEPEHHUEM MIPUYUHUTE Bpea. ITO
MOKET OBITh KTO YT'OJTHO.

OCHOBHBIE COBETHI 110 3aIIUTE TU(PPOBOH peryTaLUU:

1. IToxymaii, mpexzae yeM 4yTo-To MyOJUKOBATh U MepeaBaTh y ceds B 6iiore
WJIU B COLUAIIBHOMU CETH;

2. B nHactpoiikax mpoduis yCTaHOBH OTPaHUYEHHS Ha MPOCMOTP TBOETO
npouiIs ¥ €ro CoEeP>KUMOTr0, CIeai ero TOJIbKO «JUIs IpYy3eiD»;

3. He pa3memiail u He yka3biBail HHGOpMAIIUIO, KOTOpask MOXET KOro-Iudo
OCKOPOJISITh WJIH OOMXKATh.

ABTOpCKO€E MPaBo

CoBpeMEHHbIE  WIKOJbHUKU-  aKTUBHBIE  MOJb30BATENM  LU(GPOBOro
npocTtpaicTBa. OOHAKO JaleKo HE BCE 3HAIOT, 4YTO II0Jb30BAHWE MHOTMMU
BO3MOXKHOCTSIMU ~ IIMPpoBOro  mupa TpeOyer  coOMOAeHHs MpaB  Ha
WHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepMuH «uHTENIEKTyadbHas COOCTBEHHOCTb» OTHOCUTCS K pPa3iHMuHbIM
TBOPEHUSIM YEJIOBEYECKOIO0 yMa, HAyMHasi C HOBBIX HM300pPETEHHl W 3HAKOB,
0003HAYaIOIIMX COOCTBEHHOCTh Ha MPOAYKTHI U YCIYTU , U 3aKaHUYMBasi KHUTaMH,
dboTorpadpusiMu, KHHODUIEMaMH U MY3bIKAJIbHBIMU TTPOU3BEICHUSIMU.

ABTOpCKHE MpaBa - ATO MpaBa HA MHTEJUIEKTYyaJIbHYI0O COOCTBEHHOCTb Ha
IIPOU3BEICHUS HAYKH, JIUTEPATypbl U UCKYCCTBA. ABTOPCKHE IpaBa BHICTYNAIOT B
KaueCcTBE TapaHTHUHM TOTO, YTO HMHTEIIEKTYyaJlbHBIM/TBOPUECKUN TPy aBTOpa HE
OyIeT HampacHbIM, JacT €My CIpaBeAJIUBble BO3MOXKHOCTH 3apaboTaTh Ha
pe3yiapTaTax CBOETO TPYyJAa, MOJIYYUTh H3BECTHOCTh W Mpu3HaHue. Hukto 06e3
pa3pelieHuss aBTOpa HE  MOXKET BOCIPOU3BOAWTH €r0  NPOU3BEICHHUE,
pacnpocTpaHsiTh, MyOJUYHO JEMOHCTPUPOBATh, MpPOJaBaTh, HUMIIOPTUPOBATD,
nycKaThb B IPOKAaT, MyOJIMYHO HCIONHSATH, MOKA3bIBATH/UCHIOIHATh B dUpe WU
pa3memiath B IHTEpHETE.

Hcnonb30BaHne «MUPATCKOTO» MPOrPAaMMHOTO  OOECIIEUEHUS MOXKET

IIPUBCCTH K MHOTHMM pHCKaM: OT IIOTCPHU [HdaHHBIX K TBOMM aKKayHTaM a0



OJIOKUPOBKH TBOETO YCTPOWCTBA, T/I€ YCTAHOBJICHHBIA HE JIETaJlbHAsl Mporpamma.
He crout Takxke 3a0bIBaTh, 4YTO CYIIECTBYET JIETaJIbHBIE W OCCIUIATHBIC
IPOrPaMMbI, KOTOPHIE MOKHO HAWTH B CETH.

O nopraine

CeteBU4OK.p( - TBOM IIABHBIM COBETYHK B CETU. 3JI€Ch Thl MOXEIIb Y3HAThH
0 0E30MaCHOCTH B CETH TMOHSATHBIM U JOCTYITHBIM SI3IKOM, a TP BO3HUKHOBEHUH
KPUTUYECKON CHUTyaIllud OOPAaTHTHCS 3a COBETOM. A TaKXe MPUHATH y4acTHE B

KOHKYpCaX M CTaTh CaMbIM ITU(POBBIM IPakIaHUHOM !



